35% 412 o B F 2% 5 i B R Vol. 35 No. 12
2018 4£ 12 H MICROELECTRONICS & COMPUTER December 2018

AEITERETY IKE thilir BA X

MERE L REM KA
(L PYIE T R TR AL B - BV PE2e 71007252 BRVGAE (R BAL TR SERE - BV P54 7100755
3 UL ML WU 5 P AR S TS B BRPE P52 71006 1)

# E. £ IKEv2 fril 3t s b A B ISO/IEC 9798—3:1998/Amd 1:2010 & thASEHLE 32 H T — A 7 £ i+ £ 3
T8 IKEV2 Yy B £, LI T KA HFamf B 2 8 B9 W E & A e AnF G 0E, L T A2 B & iF
FH,HE IKEV2 il 2m e REN, EF T E % =5 (TTP) A & T8 & 4 $ B3F . F &3 9 & 4 % 4 (AIK)
ERBIEF 6 T EMIPM, BN EREEORZOML B M EEMA T8 =7, AT AR MR T I
HEAE I EIIET IKE Wl & 77 5 Fr e 78 69 18] L b sh, R 4F 3t 71 (5 0 483 B th U8y 8 R A A ALSE W) 7 3%
IKEv2 ¥ & 7 £ - L AH.

KR T HH;F 6 ME; & & F A TKE2

hE %S TP309 SERERIRAG: A XEHE: 1000—7180(2018)12—0001—07

Extended Internet Key Exchange Protocol Version 2
in Trusted Computing Environment

XTAO Yue-lei **, WU Jun-sheng', ZHU Zhi-xiang**

(1 College of Computer Science and Engineering, Northwestern Polytechnical University, Xi'an 710072, China;
2 Shaanxi Provincial Information Engineering Research Institute, Xi'an 710075, China; 3 Institute of

IOT and IT-based industrialization, Xi'an University of Posts &. Telecommunications, Xi'an 710061, China)

Abstract: On the basis of the IKEv2, an extended IKEv2 in trusted computing environment based on ISO/IEC 9798-
3:1998/Amd 1: 2010 is proposed in this paper. It realizes mutual identity authentication and Platform-
Authentication between an initiator and a responder, and establishes session keys between them, and is backward
compatible with the IKEv2, where a trusted third party (TTP) is responsible for validating the identity and
Attestation Identity Key (AIK) certificates of them, and evaluating the platform integrity of them, and the stored
integrity measurement logs (SML) of them are encrypted and sent to the TTP. Thus, it is able to solve the
problems of the existing extended IKE protocol for trusted computing environment effectively. Moreover, the
extended IKEv2 is proved secure based on the strand space model for trusted network connect protocols.
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